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Summary

* Context
* Demonstrator presentation
* Coverage of Software Security Principles



Context of this work

SEANERGYS Project
»  Software for Efficient and Energy-Aware Supercomputers
* Goal: Improve the efficiency and sustainability of HPC systems

*  More information: https://seanergys.eu

Project Characteristics

* 16 partner organizations

* 6 countries

* 90+ GitLab contributors

* Technologies: Python, C/C++, Shell, container, ...

Challenges

» Consistent security practices across distributed teams

» DevSecOps tools scattered across multiple ecosystems

*  Many proposed tools are obsolete, poorly maintained, or commercial
Proposed Solution

* GitLab-based DevSecOps demonstrator

» Aggregation of open-source security controls within CI/CD pipelines
*  Automated security gates

» Validation of the security controls themselves

Disclaimer

* lllustrative and educational demonstrator

*  Focus on concepts rather than promoting specific tools

10/8/2026


https://seanergys.eu

From DevOps to DevSecOps

Traditional DevOps focus on developing pipeline to software development lifecycle:

Developer Code Build
Repository
Ll avvarda nratoae
Developer Code Build
Repository
Problem:

o Too late. Vulnerabity realsed to public !
o Slow feedback from pentesting to developers
o Non-informative: which step failed ?

Solution:
o "Shift Left": Quickerresponse to the developer
o Apply security controls at every stage

10/8/2026

Artifact
Registry

Artifact
Registry

QA / Production Mirror

Production

QA / Production Mirror

Production

Pentesting




What is DevSecOps automatic pipeline ?

 Example of a Web server secured pipeline:

Pre-commit secret .
Developer Ea detection, SAST —>» bleT, > Build > que répo, . Runtime Test —» QA /Production Mirror —| Slg.r?atu.re —> Production —>»  Pentesting
IDE Plugi Code SCA Signature Artifact Verification
BU Repository + RASP Registry
+ WAF
« Example of a C program secured pipeline:
; e ELF Hardenin
Pre-commit secret Sanitizer, _ Code repo Verificatior: 9 . ‘ Signature ) )

Developer S detection, Code SAST P Fuzzing, M Build Si ! Artifact ! ’ » QA Production Mirror > Verification —> Production > Pentesting

IDE Plugin ; SCA ignature ' Runtime Test

Repository Hardeni Registry
+ Hardening

Four main stages:

* Development phase security

 Build phase (Static, Dynamic, Composition) + Hardening practices
* Sign/Verify exchange with Repositories

e Production

10/8/2026 5



Demonstrator Presentation



Pre-commit secret detection

Developer detectlon Code
IDE PI”g' Repository

Installation of Talisman

2 lines installation:

* bash -c "$(curl --silent
https://raw.githubusercontent.com/thought
works/talisman/main/install.sh)"

echo "talisman -g pre-commit" >>
.git/hooks/pre-commit

Code repo,
Signature

pierrick@pierrick-laptop:

# Test #1: PASSWORD 1

OPEN_API KEY = "sk-prod-abcdi1234xyz"
# Test #2: PASSWORD 2

PASSWORD = "sk-prod-abcd1234xyz"

pierrick@pierrick-laptop:
pierrick@pierrick-laptop:

Potential secret
"sk-prod-abcd1234xyz"
Potential secret

pattern : PASSWORD =
"sk-prod-abcdi1234xyz"

——— . ——— + — +

fileignoreconfig:
- filename: test-ide/python.py

pattern : OPEN_API_KEY =

Artifact
Registry

———F ——— + — +

QA / Production Mirror

$ head -n 8 /test Lde/python py

$ git add ./test-ide/python.py
$ git commit -m "test talisman"

checksum: b87edc3a189c5629d538c709f308d0be8e97247db98e369062ec505291f0dc7df

version: "1.0"

Talisman done in 16.822735ms
pierrick@pierrick-laptop:

HEAD

Author: Pierrick Pochelu <pierrick.pochelu@lxp.lu>

Date: Sun Oct 4 19:03:35 2026 +0200

pipeline optimization

Date: Sun Sep 20 17:33:03 2026 +0000

$ git log

main

tag: v1.0.0
Author: Pierrick Pochelu <pierrick.pochelu@lxp.lu>

Signature
Verification

Production

Pentesting




Developer

Code
Repository

SAST Python
Python Security plugin on PyCharm

()
(111

o
-

I ON S

> [ myenv

> [ node_modules

[ paper

O report

D reports

[ security

> Dsrc

v [Dtest-ide

@ python.py
README.md

= requirements.txt

m C ¢ B

v

[ zap-report
@ .dockerignore

@ .gitlab-ci.yml
.pre-commit-config.y
a.out
{} artifact.sigstore.json
= b64_cosign.key
= b64_cosign_signing.k
= b64_signing.key
@ = c-sanitize-error.txt
65 v:/hnrknﬁﬂp
Problems  File

@

<» v Inspection Results
v Python Security

DD devsecops_demonstrator v

Project Errors

% main v

= requirements.txt @ python.py

OPEN_API_KEY =

PASSWORD =

import os
user_input = (&F

os.system('cat " + user_input)

import sqlite3

conn = sqlite3.connect("te
username = ("u )
query =

Current File v

= requirements-rasp.txt

{username

conn.execute(query)

Vulnerable Dependencies

0 > PW101: Hardcoded passwords and secrets.

T O

devsecops_demonstrator

SH100: Potential shell injection with unescaped input.
> SQL100: Possible SQL injection.

Inspections on File '.../test-ide/python.py’

Select inspec]

Code repo,
Signature Artifact

Registry

Runtime Test

SAST IaC
Cloud laC plugin on PyCharm

1
]

= DD devsecops_demonstrator v

E§

Project -

[ zap-report

@ .dockerignore

p .gitlab-ci.yml
pre-commit-config.y

m C ¢ O

®

a.out

artifact.sigstore.json

b64_cosign.key

b64_cosign_signing.k

b64_signing.key

c-sanitize-error.txt

Dockerfile

err.ixt

gitlab-ci-local.zip

{} gl-sast-report.json 32
{} gl-secret-detection-r
SLICENSE. L o
Problems File Project Errors Vulnerable Dependencies Inspections on File '.../test-ide/python.py" Inspections on File '
<, v Inspection Results
N v Security and Best practices @ Add nobody user
@ v Docker
@ ° v RUN tl;est pra(_:tices .
N ockerfile
® @ Multiple consecutive 'RUN' instructions. Consider consolidation. S
© Multiple consecutive 'RUN' instructions. Consider consolidation. B
B3 s v USER best practices o
@ ¥ N Dockerfile WORKDIR /app
- User should be declared, often by default it is rootRunning containers with 'root' user can lea
%9 5

devsecops_demonstrator > Dockerfile

= requirements.txt 2 |

% main v

WORKDIR /app

COPY --from=builder /install /usr/local

COPY --from=builder /build/src

32:1 (49 chars, 1line break) LF UTF-8 (44 spaces Python 3.13 (devsec

QA / Production Mirror

Current File v

Dockerfile

Signature
Verification

= requirements-rasp.txt

~on Frmomne

Production

Q €

.../Dockerfile’

Suppress ¥

=

Pentesting

9 oo

_demonstrator)

(o)




How to code a DevSecOps GitLab CI step ?

Pre-commit secret
Developer Ed detection,
IDE Plugin

DAST, Code repo, Signature
Code SAST —>» SCA —» Build g Signature Artifact Runtime Test —» QA/ Production Mirror — Verification —> Production Pentesting
Repository + RASP Registry
+ WAF

CI/CD Integration \ }

. |
« Automatable in pipelines o
 Tuning false positive vs false negative U G It La b
» Open-source preferred when selecting security tools
Standardized Results
« Output format (ex: JSON, XML)
* Vulnerability reference (ex: CVE, CWE, CVSS)
Performance

 Fast developer feedback

« Conditional execution (rules)

* Parallel execution

» Tuning Performance vs. Scanning time
Supply Chain Security

* Minimal trusted images
o Distroless when appropriate

* Version and image pinning
« Signature and provenance verification (Artifact download)



How to code a DevSecOps GitLab Cl step ?

Developer > Pre—gzggzgiecret SAST Build | y{ Code repo, Runtime Test —»| QA/Production Miror |—» S9nalre | of o 4 ction >  Pentestin
P IDE Pluair Code Signature Artifact Verification u entesting
Mg Repository + RASP Registry
+ WAF

CI_PIPELINE SOURCE ==




Static Code Analysis

Pre-commit secret
Developer > detection,
IDE Plugin

Build

* Semgrep: standard program
(C/C++, Python, ...)

+ RASP
+ WAF

e Kics: Infrastructure-as-Code

(Dockerfile, Ansible, .gitlab-ciyml, ...)

e repo,
re Artifact
Registry

Runtime Test

—>

QA / Production Mirror

Signature
Verification

Production

—>

Pentesting




Dynamic Code Analysis

Pre-commit secret
Developer Ea detection,
IDE Plugin

Code repo,

SR Signature

Build >
+ RASP

Code
Repository

+ WAF

* Web-Application
o OWASP ZAP (Black-box) attempts
common injection inputs:
- SQLi
- XSS
- CSRF

Signature

Runtime Test —>» QA/ Production Mirror [—>» PP
Verification

—> Production

>

Pentesting

Artifact
Registry

e C/C++:

o Tools:

- Sanitization with GCC flags +
Custom input test (Gray-box)

- AFL++ (Gray-box). Generate inputs
automatically
o Detects:

« Memoryissues (E.g., Stack & Heap
overflow, integer overflow, user-
after-free, double free, ...)

e Crashes




Compo

—>

QA / Production Mirror

Signature

e Production >
Verification

Pre-commit secret g Code repo
Developer > I%eéch’ltlor']! Code SAST Build > Signature' Artifact Runtime Test
e Repository [ + RASP Registry
+ WAF

SCA | jaraco.context (METADATA) | CVE-2026-23949 | HIGH
\ \ [

| | |
—

| msgpack | GHSA-6v7p-g79w-8964

* Step 1 -Software Bill of Materials (SBOM) | | ‘

discovery I S S

| setuptools (METADATA) | CVE-2026-59890 | MEDIUM

* Step 2 - Vulnerability matching (CVE lookup)

E
\
\
\
|
_

[

| CVE-2026-97689

|

|
e ——

| cvE-2026-97688 | MEDIUM

—

| jaraco.cont
| tar archives
| https://avd.aquasec.com/nvd/cve-2026-23949

| MessagePack for Python: Out-of-bounds read / crash on
| Unpacker reuse after a...
| https://github.com/advisories/GHSA-6v7p-g79w-8964

| setuptools: Path Traversal Vulnerability in setuptools
| PackageIndex
| https://avd.aquasec.com/nvd/cve-2025-47273

etuptools: setuptools: MANIFEST.in exclusion bypass in
dist via Unicode normalization collision (NFC/NFD)...
https://avd.aquasec.com/nvd/cve-2026-59890

S
5

\
\
\
| urllib3: urllib3: Traff

| configuration override
//avd.aquasec.com/nvd/cve-2026-97687

tercept

| urllib3: urllib3: Denial of Service via unbounded memory
| allocation in chunk parser...
| https://avd.aquasec.com/nvd/cve-2026-97689

| wheel: wheel: Privilege Escalation or Arbitrary Code
| Execution via malicious wheel file...
| https://avd.aquasec.com/nvd/cve-2026-24049

Pentesting



Hardening Build - Web App Protection Technics

Developer

Pre-commit secret
Ea detection,
IDE Plugin

DAST,
Code SAST > “gca
Repository

e Container

Signature
Verification

Production

—>

Pentesting

Code repo, . ‘ .
Signature Artifact Runtime Test —» QA / Production Mirror
Registry

o Container hardening practices
- Docker user permission (non-root)
- Port white-list opening
- Minimalist base image

o Input protection:

- Web Application Firewall (ex: nginx+ModSecurity+OWASP CRS):

Protection against common web attack (ex: OWASP Top 10)

- RASP (ex: PyRasp):

Protection against common web attack (ex: OWASP Top 10)
LLM Protection (prompt injection, adversial inputs, ...)




Hardening Build — Web App Protection Validation

Developer > detection,

Pre-commit secret

DAST,
SCA

Signature
Verification

Code repo,

. Runtime Test —>» QA /Production Mirror  —
Signature

SAST —» —> Production —>» Pentesting

Artifact
Registry

Code
Repository

IDE Plugin

Test suite from "MITRE CWE Top 25 Most
Dangerous Software Weaknesses":

Legitimate use (False Positive detection)
Cross-Site Scripting (XSS), CWE-79, ranked 1st.
SQL Injection, CWE-89, ranked 2nd. I S S o D o RS i

Cross-Site Request Forgery (CSRF), CWE-352
ranked 3rd.

Path Traversal, CWE-22, ranked 6th.

Server-Side Request Forgery (SSRF), CWE-915 s uu Cae i i
ranked 22"d,

exit 1; fi




Hardening Build — ELF Binary Protection

Developer

>

Pre-commit secret
detection,
IDE Plugin

"fortify"
"protection”
"enforcement”

Code
Repository

SAST

._}

Sanitizer,
Fuzzing,
SCA

Code repo,
Signature

+ Server-side
secret detection

Artifact
Registry

"5eBaat48a1449¢

ELF Hardening
Verification,
Runtime Test

Y

QA / Production Mirror

Signature
Verification

Production

>

Pentesting




Hardening Build — ELF Binary Protection Validation

Developer

>

Pre-commit secret
detection,
IDE Plugin

Code
Repository

SAST

._}

Sanitizer,
Fuzzing,
SCA

._)

+ Server-side
secret detection

Build

+ Hardening

ELF Binary flag check:

Code repo,
Signature

Artifact
Registry

binutils

BIND NOW ||

GNU

RELRO

{ e
L

LF Hardening
Verification

“"RELRO
"RELR

QA / Production Mirror

Signature
Verification

Production

>

Pentesting




Hardening Build — ELF Binary Protection Validation

Pre-commit secret Sanitizer, e,
Developer > detection, SAST = Fuzzing, Build ; o
IDE Plugi Code SOA Signature
el Repository .
+ Hardening

Test suite from "MITRE CWE Top 25 Most Dangerous

+ Server-side
secret detection

Software Weaknesses":

Legitimate use (False Positive detection)
Use-After-Free, CWE-416, ranked 7th.
Out-of-Bounds Read, CWE-125, ranked 8th.

Integer Overflow, CWE-190.

OS Command Injection, CWE-78, ranked 9th.
Stack-Based Buffer Overflow, CWE-121, ranked 14th.
Heap-Based Buffer Overflow, CWE-122, ranked 16th.
Externally Controlled Format String, CWE-134.

Artifact
Registry

QA / Production Mirror

Signature
Verification

Production

>

Pentesting




Hardening Build — ELF Binary Protection Validation

ELF Hardening
Verification,
Runtime Test

Y

QA / Production Mirror Production > Pentesting

Doveloper  |>| |+ cataction N 'R Build e e h || Signature
P IDE Plugir Code SCAg! Signature ' Artifact Verlflcanon ]
el Repository i Registry
+ Hardening —

+ Server-side
secret detection

Tools: Cosign or OpenSSL

Goals:
 Check binary stay consistent from Registry to Production
* Protection against spoofing the registry ("provenance checking")



Coverage of Software
Security Principles



OWASP Secure Coding Principles

https://cheatsheetseries.owasp.org/cheatsheets/Secure_Product_Design_Cheat_Sheet.html

* Principle #1 Input validation
o URLquery (WAF+RASP)

* Principle #2 Error handling
* Principle #3 Authentication and Authorization

* Principle #4 Cryptography
o Intransit: signature, at rest: private key are hidden

* Principle #5 Least privilege

o Minimalopen port, adding Linux user in container

* Principle #6 Secure memory management
o GCC Hardening Flags

* Principle #7 Avoiding hard coded secrets

o Security

* Principle #8 Security testing

o GitLab-based demonstrator

* Principle #9 Auditing and reviewingthe code

* Principle #10 Keeping up-to-date

o Automated vulnerability through Trivy, scanning and update rules (exampple: OWASP CRS)

Legend:
@ Red: Principles not demonstrated by the demonstrator requires human expertise
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NIST Secure Software Development Framework (SSDF)

https://csrc.nist.gov/pubs/sp/800/218/final

SSDF Practice

Demonstrator Example

PO.3 -Implement Supporting Toolchains

Security controls are integrated directly into GitLab CI/CD through
automated analysis, testing, artifact signing, signature verification, and
runtime validation stages.

PO.4 - Define and Use Criteria for Software
Security Checks

Cl jobs implement objective pass/fail criteria based on security scan results,
policy compliance, and artifact verification outcomes.

PO.5 - Implement and Maintain Secure
Environments for Software Development

Development activities, source code, and pipeline configurations are
version-controlled and executed within controlled CI/CD environments.

PS.1 - Protect All Forms of Code from
Unauthorized Access and Tampering

Authentication mechanisms, cryptographically signed artifacts, protected
branches, and protected CI/CD variables help prevent unauthorized
modification.

PS.2 - Provide a Mechanism for Verifying Software
Release Integrity

Cosign and OpenSSL signing demonstrate cryptographic verification of
software artifacts before distribution and deployment.

PS.3 - Archive and Protect Each Software Release

Source code, pipeline definitions, build artifacts, execution logs, and
security reports can be retained, audited, and reproduced through GitLab.

PW.1 - Design Software to Meet Security
Requirements and Mitigate Security Risk

The demonstrator applies defense-in-depth principles through multiple
complementary security controls. Project-specific security requirements can
be enforced through CI/CD policy customization.

PW.3 - Verify Third-Party Software Complies with
Security Requirements

Dependency scanning and container-image scanning identify known
vulnerabilities in third-party libraries, packages, and container images.

PW.4 - Reuse Existing, Well-Secured Software
When Feasible Instead of Duplicating Functionality

The demonstrator relies on established open-source security tools, pinned
containerimages, and continuously scanned third-party components.

PW.5 - Create Source Code by Adhering to Secure
Coding Practices

Secure coding weaknesses are identified through static analysis, secret
detection, compiler-assisted analysis, and runtime sanitizers.

PW.6 - Configure the Compilation, Interpreter, and
Build Processes to Improve Executable Security

Compiler and linker hardening mechanisms, including PIE, RELRO, NX, Stack
Protector, FORTIFY, and CET, strengthen generated executables. Container
hardening techniques further improve deployment security.

PW.7 - Review and/or Analyze Human-Readable
Code to |Identify Vulnerabilities and Verify
Compliance with Security Requirements

Automated analysis produces standardized findings using identifiers such as
CWE, CVE, OWASP Top 10, and ZAP Alert IDs, supporting review and
remediation activities.

PW.8 - Test Executable Code to Help Identify
Vulnerabilities and Verify Compliance with Security
Requirements

Dynamic testing includes OWASP ZAP, AddressSanitizer (ASan),
UndefinedBehaviorSanitizer (UBSan), AFL++, runtime attack simulations, and
validation of runtime protection mechanisms.

RV.1 - Identify and Address Vulnerabilities on an
Ongoing Basis

Continuous scanning, testing, and monitoring generate vulnerability reports
that support prioritization, remediation, and verification of corrective actions.

Not all SSDF practices can be
demonstrated through automation
alone. The following practices
primarily depend on human
decision-making and are therefore
outside the scope of this

demonstrator:

e PO.1 Define Security
Requirements for  Software
Development

e PO.2 Implement Roles and
Responsibilities

e PW.2 Review the Software

Design to Verify Compliance
with Security Requirements and
Risk Information

e PW.9 Configure Software to
Have Secure Settings by Default


https://csrc.nist.gov/pubs/sp/800/218/final
https://csrc.nist.gov/pubs/sp/800/218/final
https://csrc.nist.gov/pubs/sp/800/218/final

OWASP Software Assurance Maturity Model
(SAMM) principles

https://owasp.org/www-project-samm/

Five business functions:
* (Governance

* Design

* Implementation

* Verification

e Operation

SAMM Business Function Demonstrator Example

Implementation Secure coding and build practices are enforced through automated CI/CD security controls

Verification Automated testing verifies both application vulnerabilities and the effectiveness of implemented security
controls.

Operations Runtime protections such as WAF and RASP help detectand block attacks during operation.



https://owasp.org/www-project-samm/
https://owasp.org/www-project-samm/
https://owasp.org/www-project-samm/
https://owasp.org/www-project-samm/
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https://owasp.org/www-project-samm/

Conclusion

* Full Open-source security scanners can coverage the Software Development Lifecycle

« Keep Humansin the Loop
* Evaluate risk and prioritize remediation
* Continuously tune controls (Execution time, False positive, false negative)
* Perform audits, architecture reviews, and penetration testing



Thank you

Pierrick Pochelu, LuxProvide

https://gitl ner fz-juelich.de/ helul/dev _demonstrator
* OR available 15 days
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Python IDE

QS [SoTiat DAST Code repo Signature
Developer detection, Code SAST > A’ —> Build > o PO Artifact Runtime Test —» QA / Production Mirror —)V qf. P Production >  Pentesting
IDE Plugin . SC Signature ! erification
Repository Registry
+ RASP
+ Server-side

gcret detection

SCA

Plugins install (requirements.txt analysis)

Settings

DDl devsecops_demonstra... v % main v Current File v
Plugins Marketplace Installed
= requirements.txt = requirements-rasp.
Python Python Security
Jupyter

Project Structure READI\)[E md

= requirements.txt

y Disable 1.29.0
Appearance & Behavior O: Notebook Files Update

Keymap
Editor

Overview What's New Reviews Additional Info requirements-rasp.txt

Plugins Downloaded (2 of 5 enabled)

Memory Usage

v Problems File Project Errors Vulnerable Dependencies Inspections on File '.../requirements.txt’'

Version Control

Inspection Results
« Requirements ® Update to unaffected version 83.0.0 ® Show vuln¢

Build, Execution, Deploy
Languages & Framework Cloud (laC) Security ) )
ghag f v Requirement is outdated
Tool i
208 requirements.txt
'setuptools' version 80.9.0 is outdated (latest: 84.0.0)
‘gunicorn’ version 26.0.0 is outdated (latest: 26.2.0)

v Security

Backup and Sync
Advanced Settings

v Vulnerable declared dependency
. v = requirements.txt

Dependency pypi:setuptools:80.9.0 is vulnerable CVE-2026-59890 6.1

% Python Security Analyzes potential security flaws in your Python code and

suggests fixes. Designed to find common security issues in
Python code.
Al-Powered Reports on installed packages and any known security reports.
Also available for your CI/CD as a GitHub Action
/2> MCP Server

OK Cancel

requirement




Pre-commit secret

Developer ‘

Cppcheck plug

Extensions: Marketplace
cppcheck
Cppcheck

Cppcheck Plug-in D ms
Aplug-in for Cppcheck, capable of checking .
Nathans &

cppcheckemd

21K %5
Install
K #rs
Install
o7t
Install

Cppcheck Official 3K &35

8 Cppche: ons AB Install
Cppcheck MISRA (Third-Party) ®
daibun Install
cpp-check lint 850K Y5
Install

C/C++ Advanced Lint K 3

ph Bende Install
cpp-checker 5K
Install

cpp-checker-misra 23K W5
umfish Install

Cpp Static Checks K

Install

€/C++ Lint Adapter

G Franks

Inctall

detection,
IDE Plugin

Server-side
et detection

stall

B8 Extension: Cppcheck Plug-in X

Cppcheck Plug-in

NathanJ @ 38,057

Code repo,
Signature

++ A plug-in for Cppcheck, capable of checking f tor tabs, shows output in the output channel, severity of

Disable |~ | Uninstall | v

cppcheck-plugin

Features

1. Right-click on an C/C++ file in t
(ctrl+altee)
2. Right-click on a folder in ex

3. Output will be shown in 2 o

C/C++ files in that directory.
pcheck: Errors” and "Cppcheck: Warnings”. Note: Warnings channel wil
include all non-error
4. In'the output chan an use ctri+click te jump to the corresponding line in the file
5. There is a status bar wing the errors and warnings count, clicking it will show the error output.
tion sse command pallette, you can sel

ecting all is

Requirements

Cppcheck must be installed to your system! You'll need to add cppcheck to t

Notifications

Qube Flight Recor opped. Recording saved to /tmp/sonarli...

Installation

identifie

Categories

Other

Resources

(7 NathanJ

Marketpla

rmed Cppcheck on: main.c

SonarQube Flight Recor rted

No compilation dat;

ases were found in the workspace

Artifact

Registry

Explorer

devsecops_demonstrator

Timeline

Outline

Signature

Verification Production

main.c X

void stack_overflowl()
har bufferl[4];
char *input="AAAAXXXX";
strcpy (bufferl, input);

printf("bufferl content: %s\n", bufferl);

stack _overflow2(char* input)

char buffer2[4];
strcpy (buffer2, input);

printf("buffer2 content: %s\n", buffer2);

heap_overflow()

*ptr = malloc(4);

ptrl
ptr{
ptrl
ptrl
ptrl

free(ptr);

void oob_read(int idx)
char *buf = malloc(4);
buf[e] = 'A';

buf[1] = 'B';

buf[2] = 'C';

buf[3] = 'D';

char ¢ = buf[idx];

printf("%c\n", c);
free(buf);

}

void use after_free()

*ptr = malloc(4);

e Output  Debug Console  Ter P CppCheck

Errors

Pentesting

/home/pierrick/project/devsecops demonstrator/src/main.c(40): error: Array 'ptr[4]' accessed at index 4, which is out of bounds.
/home/pierrick/project/devsecops demonstrator/src/main.c(41): error: Array 'ptr[4]' accessed at index 5, which is out of bounds.

/home/pierrick/project/devsecops demonstrator/src/main.c(18): error: Buffer is accessed out of bounds

bufferl




GitLab Cl step (standard implementation)

container scanning:
stage: py-test-build
image:
name: aquasec/trivy

entrypoint: [""]

script:

- triv Y ima ge -- input m yapp.tar -- format ] son -0 triv y-report. ] son
artifacts:

paths:

- trivy-report.json

expire in: "7 days
needs:

- PYy-bu ild




GitLab Cl step (advanced implementation)

container scanning:
stage: py-test-build
image:
name: aquasec/trivy:0.74@sha256:62ble65e8869bcd4b4cbaadfaz2b21595256c7c2f6018a9d9ad6lcaf87187c1969
entrypoint: [""]

rules:
- 1f: "$CI PIPELINE SOURCE ==
- changes:

- "kk Sk pyt

- "requirements.txt”

- ".gitlab-ci.yml"

L Clapt=h
script:

- trivy image --input myapp
artifacts:

paths:

- trivy-report.json

expire in: "7 days"

needs:

- py-build

"merge_request _event

.tar

--format json -o trivy-report.json



GitLab Cl step

Example output with "gcl" produces:
.gitlab-ci-local/
* artifacts/
* build/
* myapp.tar
* container_scanning/
* trivy-report.json
* cosign-sign/
* artifact.sigstore.json
* output/
* build.log
* container_scanning.log
* cosign-sign.log
e cosign-verify.log
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